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In pursuance of the Letter cited under reference, MeitY has requested all online 
services/applications of the department to be integrated with e-Pramaan Framework for e­
Authentication Services. 

2. With the integration of e-Pramaan, removes having separate authentication 
mechanism for the online applications. It provides four levels of authentication; Username­
Password, OTP, Digital Certificate & Finger Print Biometrics using Aadhaar Services. 

3. In this regard, department has been advised to plan and start integration all 
departmental online services with e-Pramaan. 

4. This circular has been uploaded to the DIT site 
http://dit.puducherry.gov.in/ pages/DIT Ci rculars.html 

5. For any clarification, the departments may contact Mr. Sreedhar N (email : 
sreedhar.n@semt.gov.in, Cell : 94907 46640) 

A copy of the letter is enclosed for necessary action. 

{ . A.S.SIVAKUMAR) 
IRECTOR{IT)-cum­

CONVENOR(PeGS) 

To 

All HoDs 

Copy to 

1. PA to the Secretary (IT)- For information please 
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St~bjcct. :Adoption of e-Pramaan: Framework for e-Authentication- Reg. 

Dear Sir/Madam, 

The National e-Governance Plan (NeGP) of Government of India aims to create the 
right governance and institutional mechanisms, the core infrastructure and the policies in 
order to develop a citizen centric and business centric enviomment for governance. As 
part of this larger initiative, several government services are being provided to citizens 
through electronic means. The online and mobile based delivery mechanisms have 
generated the need for electronically authenticating the identity of the user so that each 
service or scheme reaches its intended recepient in a secure manner. 

2. In an endeavor to increase the trust of citizens in the online environment, the Ministry 
of Electronics and Information Technology (MeitY), Government of India has 
conceptualized the "e-Pramaan: Fra..-nework fer e-Au!hentication". Hor1;'He MCIT 
unveiled this framework during the State IT Secretaries Conference held in DeitY on 11th 
December 2012. e-Pramaan is envisaged to provide a 'uniform standard based secured 

. jJ authentication mechanism for all government departments which will be cost and time 
~v effecti . 

and has released four levels of authentication (viz. Username-Password, One Time 
Password (OTP), Digital Certificate and Finger print biometrics ·using Aadhaar services). 
The version als·o su~orts a role management which p~ovides partial authorization for the 
departments having users of various categories. 
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· ~ ; :.The~~;;;~~~;:;~~~;~;~;;:;~~~~:.::e:h::g mechanisms1 1 1 Strong multifactor authentication w ith either Username-Password, One Time Password 
(OTP}, Digital Certificate or Aadhaar based biometrics 

iv. One Time Password (OTP) provided through SMS/emaif/Mobile App as desired by the 
user 

v. Bi-directional secure channel for communication between the services and e-Pramaan 
vi. Single Sign On (SSO} for multiple government services 

~~ ~lexible Single Logout Facility for services/departmentsvf,Role based management support for the first level authorization of users 
 

•ELECTRONICS INDIA 
Billion Needs Million Chips 

y.;-: 



ix. Assurance of access to the authentic website to the users 
x. Integration support in Java, Dotnet and PhP 
xi. Support for seamless migration to upgraded authentication techniques 

5. MeitY is committed to enable electronic authentication for all the e-Govemance 
initiatives in our country. I request you to kindly adopt the e-Pramaan framework for user 
authentication in your Ministry/State for citizen centric services. C-DAC, the nodal 
agency implementing the e-Pramaan framework on behalf of MeitY, would assist in 
integrating your citizen interface portal with e-Pramaan for user authentication. In case of 
any clarification and support required, you may kindly contact Dr. Padmaja Joshi (Joint 
Director, CDAC Mumbai, padmaja@cdac.in). 

w•~ 0 <k. 
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~G 
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(R K Sudhanshu) 

To 

Chief Secretaries of all States/UTs 
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