
GOVERNMENT OF PUDUCHERRY 

( DIRECTORATE OF INFORMATION TECHNOLOGY 

No. 4551DITIIoT/202 b }2.'33 ~ Puducherry, the 
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Sub: DIT- Use of COOT's Standards-based loTIM2M Platform - Instructions­

Issued - Regarding. 

Ref: D.O.No.4-331M2M Generai/20201NT Dated: 5th May, 2023, of Ministry of 

Communications, Department of Telecommunications, Government of India. 

***** 

M2MIIoT communication services are being widely used to create smart 

infrastructure in various verticals such as power, automotive, safety and surveillance, remote 

health management, agriculture, smart homes, industry 4.0 and smart cities, to name a few, 

using connected devices. OneM2M is the global standards for Internet of Things I Machine 

to Machine (loT/M2M) communications. This standard (both Release 2 and Release 3 has 

been adopted as National Standard by TEC (Telecom Engineering Centre, Department of 

Telecommunications). This standard is also the foundation of the loT Systems Part One -

Reference Architecture Standard (IS 18004) published by the Bureau of Indian Standards 

(SIS). 

2. In this regard it is stated that C-DOT has developed an loT 1M 2M Platform based on 

OneM2M standards called as CCSP (C-DOT Common Service Platform) & compliance with the 

lOT Reference Architecture Standard can be comprehensively achieved through CCSP and 

any application which is OneM2M standards compliant can very easily be integrated with it. 

3. The Secretary (Telecom), Government of India has advised to mandate the OneM2M 

standard requirement in RFPs floated by the State Government, vide D.O. letter cited above. 

4. Hence, it is mandated that all the Departments 1 autonomous bodies I Institutes I 
Societies shall: 

i. specify compliance with oneM2M standards in their RFPs as a mandatory 

requirement to ensure safe and secure standards compliant to loT I M2M 

solutions as part of procurement tenders. 

ii. deploy secured loT devices from trusted sources compliant with the TEC 

Code of Practice for Security Consumer Internet of Things (loT) TEC 

31 318:2021 and specify the same in tenders 

iii. Encourage use of the CCSP Platform in the State loT projects. 

4. The copy of the D.O. letter in this regard is enclosed herewith for reference. 

Encl. : As above 

To 

1. All the Heads of the Department concerned. 

2. The District Collector, Karaikal. 

3. The Regional Adminst rator, Yanam/Mahe. 

Copy to 

~~v'j 
(0. Mo~ANKU~~k) 

DIRECTOR On 
2},~ 

The Private Secretary to Chief Secretary, Chief Secretariat, Puducherry- For kind 

information of Chief Secretary 

Copy Submitted to 

All Secretaries to Government. 
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~mibfl~. 'Use f COOT's Standards-based loT/M2M Platform 

Cl.~arChiefS~ry. · l.J 
~ A~set, I compliment the efforts being made by your State in adopting the use 
~ \ of automation to increase work efficiency and cut unnecessary costs, leaving more to 

invest in enhancing citizen experience when it comes to public services. In this regard, 
I would like to make a special mention of M2M/Io T Communication Services which is 
being widely used to create smart infrastructure in various verticals such as power, 
~utomotive, safety and surveillance, remote health management, agriculture, smart 

\, homes, Industry 4.0, and smart cities, to name a few, using connected devices. 

( 
"" ! ) 2. You might be aware that Centre for Development of Telematics (C-OOT), the 

C..C.S J '!;Telecom R&D unit of the Department of Telecommunications, Govt. of India has been 
one of the largest contributors to oneM2M which is the Global Standards for Internet 
of Things/Machine to Machine Communications (loT/M2M). This standard (both 
.Release 2 and Release 3) has been adopted as National Standard by TEC (Telecom 
Engineering Centre, Department of Telecommunications) after wide consultation with 
the industry, academia, Govt. departments and Standard Development Organizations 
(SDOs). The Office Memorandums are .enclosed as Annexure-A. This standard is 
also the foundation of the loT Systems Part One- Reference Architecture Standard 
(IS 18004) published by the Bureau of Indian Standards (BIS). 

3. The standardization of the loT/M2M ecosystem in India will significantly reduce 
numerous problems like interoperability, security, data sharing, char.tging vendors etc. 
faced by the loT/M2M ecosystem in the country. It would enable users and application 
service providers in various domains like Smart Cities, Smart Grids and Meters, 
Transportation, Health, Energy, Water Resources, Waste Management etc. to use 
"vendor agnostic" end-to-end interoperable loT/M2M platforms. A brief background 

· about oneM2M standards, and its major benefits, is given in Annexure-B. The 
mention of oneM2M standard in the RFPs as a mandatory requirement is advisabie. 

uch a mandate would prove to be a catalyst in the modernization of the state 
\ ~~frastructure and would also fUlfill the mission of 'Atmanirbhar Bharat' since this would 

enable indigenous standards-based solutions to be onboarded on the platform. 
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5. I therefore request you to consider the following: 

i. Direct State departments to specify compliance with oneM2M standards in 
their RFPs as a mandatory requirement to ensure safe and secure standards­
compliant loT/M2M solutions as part of procurement tenders. 

11. Direct State departments to deploy secure lOT devices from trusted sources 
compliant with the TEC Code of Practice for Securing Consumer Internet of 
Things (loT) TEC 31318:2021 and specify the same in tenders. 

111 . Encourage use of the CCSP platform in the state lOT based projects. Ms. 
Shikha Srivastava, Director, COOT (Mo. 98105-83833, Email- dirtd2@cdot.in) 
can provide the necessary support. 

With regards, 

End: as above. 

To, 

Chief Secretaries of all States/Administrators of UTs 

ncerely, 

S\.l\-,..o")..~ 

Jaraman) 
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¢ ~ 'IT-f. ~. Oft ~-f10001 
~mment of India 

Oepel1mentofT~unlcatfon• 
T~ Englneerl"'l c.ntr. 

Khunhld l.aJ Sra.wan, Janpath, Nttw Delhl·11000t 

Qtna:: Ml!fi10I'Jftdum 

No. 19-1/2019-STO/TEC/2 Dated: 17.09.2020 

Subject: Adoption ofTSOSI traJWpOIN!d OneM2M (ReleaSe 2) spedflcatlons as National 
standardlbr TEC 

l'SOSI, as partJ'Ier type 1 d oneM2M has transposed oneM2M (Release 2) sr*!rtcat10ns1 totalling • 
27 documents In numbers and had provided 10 'T!C ror adoption as national standards by TEC. 
These spedflalttons address the need ror common M2M set\'lce layer that am be readily embedded 
within Yarlous haldware and software, and relied upon to connect the myriad of devfoes In the tleld 
With M2M appnCauon servers worldwide. These tra'nsposed documents awer oneM2M functiOnal 
archft.e£tUre, reqUirements, Service layer control protocols, Management eMblement etc. 

These speclfications have been proa!SSed for adoption as per the process defined In the 
.. Stl!lndardlzetlon Guide - A policy document for adoption d the domestic/International standards 
Into Mttonel standards" ngtft!ed as per O.M. No. 2-1/2018/SD!TSDSI/TECIS dated 8111 May 20:ZO. 
These standards were Initially circUlated to all the stakeholders for the public consultatzon. Then, 
the COn5UitaUVe CommittEe (CC) On oneM2M under chairmanship of DOG (IOT), 18: a,cl other 
nenbes from Industry, academia, ~ R&D organizatiOns, soos etc. have examined the 
specft:atforiS w.r.t public CIOil'Vn8ntS and lnduslon d naUonlll requirements. SubseQuently, 
Teleoom Stllndards AdviSory ~ CTSAC) has reoommended adoption of these standards as 
fdenUcal adoption as per ISO/IEC Guide 21-1 (except ~7, TS-0021 and TS-0024). fhe 
CXIf1'lpeWnt authol1ty has approved adoption cf these TSOSI transposed oneM2M spectflcations as 
national standards for IoT/M2M ecosystem In Jndla. 

lnt.!met d Things (loT} division of TEC Is requested to take further neceSsary action for allocation 
d number, publk:atfon, presentation etc. d these standards as per the Standardization Guide in 
consultatfon With Regional QJordlnatSon (RC) Division. , , 
This has approval d Sr. DOG -rec. 

~\~~ 
(~"1:1) 
Dlr (RIIndllrciJZIItton) 
To, 

1. DOG (IOl), TEe, K.L Bhawan, New Delhi for necessary action. 
2. DOG (RC), TEC, K.L. 8hawan, New Delli. 
3. DOG (IT) TEC, K.L Bhawan, New Delhi with a request to upload on the TEC webslre. 
4. ED, OXJT/ DG TSDSI, New Oe4111. 
Copy for kind lnforrnatfon to: 

1. Member (S)/Member(T), Digital Communlc:iltlons Commission, 5andlar Bhawan, N. Delhi. 
2. Sr. DOG & Head TEC K.L Bhawan, New Delhi. . 
3. AI OOGs/OII1!CtOrs/AOGs, TEC, K.L Bhawan, New Delhi. 

T t (Avo!"',. ot htto"/t"'"i.lo/.,.,..ml'O/ I 

etoNOt:~eoe 
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No. 19-01/2020-STDfTEC 

' 'fm'i~ 
\~~fiji(~ 

\'<'tttfF< 3f~4i~~ cR-
¢ 'l'll1l' """· ur=mt, ~ ~-11000, 

Govemmsnt of India 
Department of Telecommunications 

Telecom Englneerfng Centre 
Khu111tlld I.Atl Btt...,• n. Janptth, NfW Dalhl-1f000' 

OlflctMtmmnctum 
Dated:01.08.2022 

Subject Adoption or TSDSf ·Tnnepoaed from OneM2M Rel ... e-3 - u National Standards. 

TSOSI, 81 1 partner of OneM2M had aubmftted OneM2M Releeae-3 speeif'IC:8tlons 111~ 
cousld~ d totaling 27 cfOCumentS In numberl (TS•24 & TRs-03) to TEC for 
edoplionltettfttlon .. national~. 

Theta apeclllcallona have been proceued for edoption a per the •Sfa.ndardlzalion 
Guide.- A policy dooument rot adoption· of the ~al standards into national 
... ldllda" nolflld 81 per O.M. No. 2·1/Z181SOITSOSIITECI6 dated 811 May 2020. These 
.., .. 'Mft lnlftllly clrc:\lllhd on 17.08.2021 to .. the stakeholders for the llUblic 
coneuttallon. Then, • Cclnllulldve Commlllee (CC) on OnaM2M Retease-3 standard under 
cheltn•llhlp of ODG (loT), TEC and olher member~ from JnduttTy, academia, government. R&D 
Oig81U:wllon&, SDOa etc. have uerr.lned the apecltlcetlol~a w.r.t. public comments and inclusion 
of nllllonll raquinJments. Sublequently, TeiBcom Standards Advisoly Committee {TSAC) has 
~ ~ of OneM2M Re.....Satandard without sny changes ridentlcal 
edoptlonj. . 

The compellnt 8lllhcrliy hal IIPPJ'(Mid aGOpiiOn of thete TSOSI transposed OneM2M 
Releele-3 ll18nderd (24 TS documenll) 81 National Standatd without arrt changes {"Identical 
adopllon") and 3 TR documents be publillhed as TechniCal Report on TEC website. 

loT dMalon of TEC Is requMted to lake further necesaary action for allocation of number. • 
publlcltJon, and presentltlon etc. of these standards as per the Standardization Guide In 
consultation with Regk?nal Coordination (RC) Dfv~Hln. r!JJ /} I /Ja. · 

To, 

~~'l·~l---
(Bankesh ~r Sinha) 

Alalstant Director (5) 
(adqs,tec-dot@aov.inl 
Ph: 011-23310437 

1. OOG(IoT), TEC, K.LBhawan, New Delli for neceeaary ac:tlon. 
2. ODG(RC), TEC, K.L.Bhawan. New Delhi. 
3. OOG(ln, TEC, I<.LBhawan, New Delhi wtth a request to upload on TEC website. 
4. DGTSDSI. 

Copy for kind lnfonnallon to: 

1. Member(Servlcel), Digital Coft"'nunlc:ationa Commlaalon, Sa~char Bhawan, New Delhi. 
2. Memtlef(Technolagiel), Olgltal Communtcattona Commllslon, Sanchar Bhawan. New Delhi. 
3. Sr. DOG & Head TEC K.L.Bhewan, New DeihL ( 
4. AI ODGa101reetot81ADGa, TEC, K.l.Bhlwlm, New Delhi 

1.(https:lll8dcl.lniOJ)eiTI2m) 

Tt' ~;Website : www.tec.gov.in ........... 
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Annexure& 

oneM2M and Its benefits 

The Current Scenario of loT Application Deployment 

The deployment of loT applications ~o far have been happening using proprietary software and 

protocols as depleted In the left-hand side of the figure below. Smart City loT applications have 

also been deployed in the same fashion under proprietary Smart City Platforms. This has created 

a situation of vendor-lock-In which resulted Into lack of data sharing among divergent 

applications, device and software lnteroperablffty challenges among many other Issues. 

The oneM2M standard specifies a horizontal Common Servfce Layer architecture which breaks 

the silos as this sits between the devices and. applications and .allows commun!catlon using a 

standardized set of Interfaces and APfs .. This solves majority of the Issues that exist in case of 

proprietary solutions. 

Pipe/vertical applications 

Present Deployment of 

Proprietary Siloed Applications 

·~.J~· 
.-~-

Deployment of on eM 2M 
Standards based Applications 



About on eM 2M 

oneM2M is the global standards initiative that covers requirements, architecture, API 

specifications, security solutions and interoperability for Machine-to-Machine and loT 

technologies. oneM2M was formed in 2012 and consis4 of the fc;>llowing eight of the world•s 

preeminent Standards Development Organizations (SDOs): 

• ARIB (Japan), 

• ATIS (U.S.), 

• CCSA(China), 
• ETSI (Europe), 
• TIA (U.S.), 

• TSDSI (India), 

• TTA (Korea), and 
• TTC (Japan}, 

The above SDOs along with industry fora or consortia (GiobaiPiatform) and f?Ver 200 member 

organizati9ns contribute in framing the oneM2M specifications which provide a framework to 

support applications and services such as the sm.~rtgrid; connected car, home automation, public 

safety, and health. oneM2M actively encourages industry associations and forums with specific 

application requirements to participate in oneM2M, in order to ensure that the solutions 

developed support their specific needs 

Deployment of loT Applications using oneM2M Standards based Coma:non Service Layer 

The following diagram presents the deployment scenario for variety of applications based on 

oneM2M Common Service Layer. The sensors/actuators like Smart Meters, Smart Street Lights, 

Vehicular Sensors, Parking sensors etc. get connected to the respective Gateways using any kind 

of wireless connectivity like Bluetooth, LoRa, Zig Bee or Wired connectivity. 
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loT Application Deployment usingoneM2M Standards based 
Common Service Platform 

.... flllt2:'111teni111M-.,Or.tot IHdiCCIIMIC..SinlotliJW .... tWII_.,...,_.,.._. ,_HodllnaneM2MJ 

..... ftttS:1111GMfllllDMI"*eDIIIIN~1.f*II--14111~..-.~0idlclldModliiONM2M 
- ~ntwt~c~-.wlnoneM2MIIndanl 

The oneM2M compliant field domain application on t~ese Gatewa~s woul~ s~~e data to the 

oneM2M based Common Service Platform. The data consuming applications for the various 

domains hosted on the cloud would be collecting the data from the Common Service Layer 

Platform received from the respective sensors In a secured manner for visualization, analysis or 

for taking some actions. This architecture ensures that only authorized and authenticated devices 

and applications are able to communicate. It .also makes It possible to share the data among 

divergent applications without the need for additional layer of software. 

The Common Service Layer mentioned here Is a horizontal layer of functions commonly needed 

across different market segments I not segment-specific. This Is similar to generic versus use 

case-specific computer/OS in early times of computers. It would enable the industry to develop 

Standard based Applications which would reduce the development, test and deployment 

lifecycles. 

By deploying the Standards compliant Common Service layer Platform, M2M Service Providers 

can offer wide range of services developed by the industry. 



It can also play a pivotal role in the Smart City Projects by having this platform which would ease 

the development efforts of the application providers offering solutions for smart city project. 

Major benefits of oneM2M Standards 

Following a~e the major benefits of oneM2M Standards: 

1. The development of new innovative applications would be much easier due to well 
defined standards. This would be immensely beneficial ever:! for __ smaller 
organisations/start-ups. ;..·\., 

2. lnteroperability of devices and applications would become possible due to standardized 
interfaces 

3. Only authenticated and authorized devices would be able to communicate 

4. Information and statistics regarding the loT devices and applications would be 'available 

5. Resource utilization can be monitored by the authorities 

6. Regulations, KYC can be enforced 

7. Data Security and Privacy concerns are addressed 

8. Data sharing would be feasible in a standardized way among divergent applications 

9. Integration of innovative applications across domains would be much easier 

"'10. Device Management becomes easy 

11. Certification would ~ecome feasible (with standardized test suites) for 

a) Devices: Ecosystem of Certified products ensuring interoperability, trust 

b) Applications: Sharing of data, interworking, Security 

c) Services: Compliance 


